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 MadScientist - September 23, 2025, 11:44 am 
Digital Charging Solutions GmbH (DCS), a leading provider of white-label charging services for
automotive OEMs and fleet operators, has confirmed a data breach affecting a limited number of its
customers. 
 
 DCS disclosed that unauthorized access to personal data occurred in the course of its
customer-support processes. The incident was detected through irregularities in log data and
immediately triggered an extensive forensic analysis.
 
 On September 19, 2025, DCS detected anomalies in system logs indicating that a third-party
service provider had accessed DCS customer records without valid authorization. 
 
 This service provider, authorized for customer support operations, is contractually permitted to view
limited customer data but is bound by strict data privacy protocols. 
 
 Initial forensic analysis revealed isolated cases where names and email addresses were accessed
outside the intended support portal. 
 
 No complete payment data or financial transaction records were stored in these systems, as DCS
employs tokenization and point-to-point encryption to segregate billing data from support databases.
 
 Extensive IT-forensic analysis, spearheaded by external cybersecurity experts, is underway.
Investigators have preserved volatile memory snapshots and conducted full disk imaging of affected
endpoints to trace the intrusion vectors. 
 
 Preliminary root-cause analysis suggests insider misuse rather than an external exploit, though
log-correlation across security information and event management (SIEM) systems is ongoing to
rule out lateral movement or privileged escalation. 
 
 Evidence of unauthorized API calls and atypical SSH sessions to the customer-support database
was recorded, prompting immediate revocation of all service-provider credentials
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