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CISA Warns of Two Malware Strains Exploiting lvanti EPMM CVE-2025-4427 and CVE-2025-

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) on Thursday released details of
two sets of malware that were discovered in an unnamed organization's network following the
exploitation of security flaws in Ivanti Endpoint Manager Mobile (EPMM).

"Each set contains loaders for malicious listeners that enable cyber threat actors to run arbitrary
code on the compromised server,"
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