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ComicForm and SectorJ149 Hackers Deploy Formbook Malware in Eurasian Cyberattacks

Organizations in Belarus, Kazakhstan, and Russia have emerged as the target of a phishing
campaign undertaken by a previously undocumented hacking group called ComicForm since at
least April 2025.

The activity primarily targeted industrial, financial, tourism, biotechnology, research, and trade
sectors, cybersecurity company F6 said in an analysis published last week.

The attack chain involves

https://thehackernews.com/2025/09/comicform-and-sectorj149-hackers-deploy.html

Vectura - October 1, 2025, 4:00 pm
That’'s concerning — these attacks could have serious impacts across multiple industries.

The Joker - October 2, 2025, 3:54 am
Hope they can block this before it causes more damage.

JoshAllen - October 2, 2025, 5:36 pm
That is a lot of industries they could negatively affect.

oRequiem - October 2, 2025, 8:25 pm
This is pretty concerning, hopefully they're able to fix this.

Yanix - October 3, 2025, 5:00 am
This shows how important cybersecurity really is in today’s world. One careless click can
compromise entire organizations. ComicForm is proof that no sector is completely safe.

Fish - October 4, 2025, 5:21 am
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Organizations in Belarus, Kazakhstan, and Russia have emerged as the target of a phishing
campaign undertaken by a previously undocumented hacking group called ComicForm since at
least April 2025.

The activity primarily targeted industrial, financial, tourism, biotechnology, research, and trade
sectors, cybersecurity company F6 said in an analysis published last week.

The attack chain involves

https://thehackernews.com/2025/09/comicform-and-sectorj149-hackers-deploy.html
This is a wide scale attack. Three countries were targeted for what, 10 years? They targeted so
many different secrots

Jamika - October 4, 2025, 5:31 am

ComicForm and SectorJ149 hackers attack industrial control systems ,damn ,this is very dangerous
for critical infrastructure
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plops - October 4, 2025, 7:18 am
Thats a lot of pretty important infrastucture to mess with. Good luck to them

jcole - October 5, 2025, 1:03 pm
European nations hacking other European nations

DAL-SHA - October 7, 2025, 1:16 am

New hacking group ComicForm targeting Eurasian countries with Formbook malware shows cyber
threats spreading fast in that region.

EagleWings - August 11, 2026, 11:55 am
i am looking for Formbook sales thread ....



