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From Phishing to Malware: Al Becomes Russia's New Cyber Weapon in War on Ukraine

Russian hackers' adoption of artificial intelligence (Al) in cyber attacks against Ukraine has reached
a new level in the first half of 2025 (H1 2025), the country's State Service for Special
Communications and Information Protection (SSSCIP) said.

"Hackers now employ it not only to generate phishing messages, but some of the malware samples
we have analyzed show clear signs of being generated

https://thehackernews.com/2025/10/from-phishing-to-malware-ai-becomes.html

plops - October 17, 2025, 7:27 pm

"The use of legitimate online resources for malicious purposes is not a new tactic," SSSCIP said.
"However, the number of such platforms exploited by Russian hackers has been steadily increasing
in recent times."

It's almost like these companies have zero cares or do not know. | think there is only 2 sides.

Tyr - October 17, 2025, 8:46 pm

(Oct 17, 2025 07:27 PM)plops Wrote: [CITE] It's almost like these companies have zero cares or do
not know. | think there is only 2 sides.

Clearly you have not heard of Palantir? ?

plops - October 17, 2025, 8:53 pm
(Oct 17, 2025 08:46 PM)Tyr Wrote: [CITE] Clearly you have not heard of Palantir? ?
Palantir?

Palantir is the Minority Report. Not so sure we are there yet.

B3A - October 17, 2025, 9:51 pm
Any expectations on when this situation will be resolved?

Palestine - October 18, 2025, 4:52 pm
They need this war to end already it's only hurting themselves.

Hackers - October 18, 2025, 7:33 pm

(Oct 17, 2025 07:27 PM)plops Wrote: [CITE] "The use of legitimate online resources for malicious
purposes is not a new tactic," SSSCIP said. "However, the number of such platforms exploited by
Russian hackers has been steadily increasing in recent times."

It's almost like these companies have zero cares or do not know. | think there is only 2 sides.
That happens a lot. They also love to use IP sources to determine where the hackers are from... .. .
If a random person uses an Australian IP, some media orgs will say it's an Australian hacker.

Palantir / PLTR
I'm an investor
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However... Keep an eye on things. Data, tracking, and a lot more.

DAL-SHA - October 19, 2025, 2:30 am
ofc !
who would have thought ... ???7?7??

man , they are using Al to E-Whore on Grams and X , dafug ? Al is long long time ago been used in
military domains ...

Eran - October 23, 2025, 3:52 am

(Oct 18, 2025 04:52 PM)Palestine Wrote: [CITE] They need this war to end already it's only hurting
themselves.

I think it will only get much worse before it gets better.

Chorozon - October 30, 2025, 7:05 am
(Oct 17, 2025 09:51 PM)B3A Wrote: [CITE] Any expectations on when this situation will be resolved?
| wouldn't hold your breath.

leste - October 30, 2025, 11:51 am
Finding signatures for Al generated malware will get much harder.

Jinu - October 30, 2025, 12:09 pm
That is a significant and worrying development, especially coming directly from a nation's defense
service.
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