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 Stanley - October 21, 2025, 8:35 pm 
New Rust-Based Malware "ChaosBot" Uses Discord Channels to Control Victims' PCs
 
 Cybersecurity researchers have disclosed details of a new Rust-based backdoor called ChaosBot
that can allow operators to conduct reconnaissance and execute arbitrary commands on
compromised hosts.
 "Threat actors leveraged compromised credentials that mapped to both Cisco VPN and an
over-privileged Active Directory account named, 'serviceaccount,'" eSentire said in a technical report
published
 
 https://thehackernews.com/2025/10/new-rust-based-malware-chaosbot-hijacks.html

oRequiem - October 21, 2025, 9:43 pm 
Quite crazy that they're using discord though, only reason I can think of is so multiple people can
just use the same stuff at the same time

PacketPilot - October 22, 2025, 3:07 am 
Rust-based too? These devs are getting creative ?

Hackers - October 22, 2025, 6:22 am 
I've been seeing a few things with Rust lately. We saw an explosion with Golang too. Anytime the
core lang and compiler changes, there are breakthroughs because they're not sig detected as much
compared to lets say GCC compiled programs are.

Vectura - October 22, 2025, 7:58 am 
Another day, another Rust-based RAT. Using Discord for C2 is getting way too common, it’s cheap,
stealthy, and hard to block without breaking legit traffic. Shows how social platforms keep turning
into attack infrastructure.

Rsynced - October 22, 2025, 9:26 am 
I love the name "ChaosBot" funny...

DAL-SHA - October 22, 2025, 1:33 pm 
Using Discord and Rust together? That’s creative and dangerous at the same time..
 Its Been years since Discord was considered safe to use .. ??

Chorozon - October 24, 2025, 1:01 am 
Is this just another discord c2 ?

Palestine - October 24, 2025, 9:18 pm 
And to think discord was a safe zone for the most part but it was just a matter of time I guess lol

leste - October 30, 2025, 10:36 am 
ChaosBot is both modern and hard to detect.
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