
Forum:Hack Forums 

 Thread: Scattered LAPSUS$ Hunters Onion Site Taken Down... Maybe ?
 

 Chorozon - October 27, 2025, 2:20 am 
Scattered LAPSUS$ Hunters which if you haven't been living under a rock you would be very aware
of 
 
 The new TOR site is now displaying a LEO takedown banner that some have said is just the
breachforumstakedown.png 
 
 Is this a troll ? Are feds working on the weekend ? Thoughts ?
 
 MORE INFO 

Bastille - October 27, 2025, 2:25 am 
I've never heard about this name before, shame on me ? ?
 
 From ChatGPT :
 
     AI Quote: 
 "Scattered LAPSUS$ Hunters" refers to a group of cybersecurity researchers and threat hunters
who organized themselves to track and analyze the activities of the LAPSUS$ hacker group. They
are basically a community of independent investigators, security researchers, and SOC analysts
who worked together to identify, monitor, and document LAPSUS$ members and operations.
 
 
 
 
 Weird that LE would take down their website ? Or maybe they don't want them to interfere with
operations from LE ?

Chorozon - October 27, 2025, 2:28 am 
 (Oct 27, 2025 02:25 AM)Bastille Wrote: [CITE] I've never heard about this name before, shame on
me ? ?
 
 From ChatGPT :
 
     AI Quote: 
 "Scattered LAPSUS$ Hunters" refers to a group of cybersecurity researchers and threat hunters
who organized themselves to track and analyze the activities of the LAPSUS$ hacker group. They
are basically a community of independent investigators, security researchers, and SOC analysts
who worked together to identify, monitor, and document LAPSUS$ members and operations.
 
 
 
 
 Weird that LE would take down their website ? Or maybe they don't want them to interfere with
operations from LE ?
 Haha chatgpt seems to misinformed check out the article  llinked

https://hackforums.net
https://hackforums.net/showthread.php?tid=6312270
https://cybersecuritynews.com/scattered-lapsus-hunters-onion-leak-website/
https://hackforums.net/showthread.php?pid=62861460#pid62861460
https://cybersecuritynews.com/scattered-lapsus-hunters-onion-leak-website/


Bastille - October 27, 2025, 2:29 am 
 (Oct 27, 2025 02:28 AM)Chorozon Wrote: [CITE] Haha chatgpt seems to misinformed check out the
article  llinked
 Oh yeah you're right ! It makes more sense with the link haha

Jamika - October 27, 2025, 2:30 am 
 (Oct 27, 2025 02:25 AM)Bastille Wrote: [CITE] I've never heard about this name before, shame on
me ? ?
 
 From ChatGPT :
 
     AI Quote: 
 "Scattered LAPSUS$ Hunters" refers to a group of cybersecurity researchers and threat hunters
who organized themselves to track and analyze the activities of the LAPSUS$ hacker group. They
are basically a community of independent investigators, security researchers, and SOC analysts
who worked together to identify, monitor, and document LAPSUS$ members and operations.
 
 
 
 
 Weird that LE would take down their website ? Or maybe they don't want them to interfere with
operations from LE ?
 Me too , look like we are on same isolated island

Chorozon - October 27, 2025, 2:32 am 
 (Oct 27, 2025 02:30 AM)Jamika Wrote: [CITE] Me too , look like we are on same isolated island
 I recommend you check out the saga its been chaos since scattered spider 
 
 They proved access to FBI infrastructure and way more crazy shit 
 
 Who needs Netflix lol

Pimping - October 27, 2025, 2:36 am 
Might be real but also could be fake who knows
 arent onion sites hard to seize? I may be wrong but i thought i heard so

Chorozon - October 27, 2025, 2:41 am 
 (Oct 27, 2025 02:36 AM)Pimping Wrote: [CITE] Might be real but also could be fake who knows
 arent onion sites hard to seize? I may be wrong but i thought i heard so
 Yeah nearly none of it makes sense 
 
 They can't be seized because they aren't part of the DNS , no registrar to compel = no way to seize
the domain 
 you can only seize/exploit the servers they are on or exploit the site in some way

Pimping - October 27, 2025, 2:43 am 
 (Oct 27, 2025 02:41 AM)Chorozon Wrote: [CITE] Yeah nearly none of it makes sense 
 
 They can't be seized because they aren't part of the DNS , no registrar to compel = no way to seize
the domain 
 you can only seize/exploit the servers they are on or exploit the site in some way
 Yeah probably fake then

https://hackforums.net/showthread.php?pid=62861462#pid62861462
https://cybersecuritynews.com/scattered-lapsus-hunters-onion-leak-website/
https://hackforums.net/showthread.php?pid=62861460#pid62861460
https://hackforums.net/showthread.php?pid=62861465#pid62861465
https://hackforums.net/showthread.php?pid=62861470#pid62861470
https://hackforums.net/showthread.php?pid=62861475#pid62861475


Chorozon - October 27, 2025, 2:47 am 
 (Oct 27, 2025 02:43 AM)Pimping Wrote: [CITE] Yeah probably fake then
 It would seem so but i guess we will see , i will drop a update when i find out more

Jinu - October 27, 2025, 3:33 am 
Probably a troll. The clearnet site was seized, yeah, but onion mirrors don’t get “taken down” that
easily. Someone just slapped the old banner on for laughs.

Chorozon - October 27, 2025, 3:33 am 
 (Oct 27, 2025 03:33 AM)Jinu Wrote: [CITE] Probably a troll. The clearnet site was seized, yeah, but
onion mirrors don’t get “taken down” that easily. Someone just slapped the old banner on for laughs.
 Are you thinking it was a deface ?

DAL-SHA - October 27, 2025, 4:38 am 
 (Oct 27, 2025 02:20 AM)Chorozon Wrote: [CITE] Scattered LAPSUS$ Hunters which if you haven't
been living under a rock you would be very aware of 
 
 The new TOR site is now displaying a LEO takedown banner that some have said is just the
breachforumstakedown.png 
 
 Is this a troll ? Are feds working on the weekend ? Thoughts ?
 
 MORE INFO 
 There is something fishy about this , there is and inside man for the feds in one of those 3 groups ..

Chorozon - October 27, 2025, 8:38 am 
 (Oct 27, 2025 04:38 AM)Dalsha Wrote: [CITE] There is something fishy about this , there is and
inside man for the feds in one of those 3 groups ..
 I think the group is to loose , some have been doxed but i don't think it has anything to do with the
feds

 

https://hackforums.net/showthread.php?pid=62861478#pid62861478
https://hackforums.net/showthread.php?pid=62861515#pid62861515
https://hackforums.net/showthread.php?pid=62861454#pid62861454
https://cybersecuritynews.com/scattered-lapsus-hunters-onion-leak-website/
https://hackforums.net/showthread.php?pid=62861559#pid62861559

