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Over 250 Magento Stores Hit Overnight as Hackers Exploit New Adobe Commerce Flaw

E-commerce security company Sansec has warned that threat actors have begun to exploit a
recently disclosed security vulnerability in Adobe Commerce and Magento Open Source platforms,
with more than 250 attack attempts recorded against multiple stores over the past 24 hours.

The vulnerability in question is CVE-2025-54236 (CVSS score: 9.1), a critical improper input
validation flaw that could be

https://thehackernews.com/2025/10/over-250-magento-stores-hit-overnight.html

Vectura - November 1, 2025, 3:26 pm
Magento just can’t catch a break. A 9.1 CVSS on an active exploit window is brutal for small shops
that lag on updates. Shows how fast disclosure-to-exploitation happens in e-commerce now.

JoshAllen - November 2, 2025, 4:14 am
49% of stores have been affected. This is going to be such a set back for them to grow larger with a
lack of trust.
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