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MuddyWater Deploys UDPGangster Backdoor in Targeted Turkey-Israel-Azerbaijan Campaign

The Iranian hacking group known as MuddyWater has been observed leveraging a new backdoor
dubbed UDPGangster that uses the User Datagram Protocol (UDP) for command-and-control (C2)
purposes.

The cyber espionage activity targeted users in Turkey, Israel, and Azerbaijan, according to a report
from Fortinet FortiGuard Labs.

"This malware enables remote control of compromised systems by allowing

https://thehackernews.com/2025/12/muddywater-deploys-udpgangster-backdoor.html
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