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.NET SOAPwn Flaw Opens Door for File Writes and Remote Code Execution via Rogue WSDL

New research has uncovered exploitation primitives in the .NET Framework that could be leveraged
against enterprise-grade applications to achieve remote code execution.

WatchTowr Labs, which has codenamed the "invalid cast vulnerability” SOAPwn, said the issue
impacts Barracuda Service Center RMM, Ivanti Endpoint Manager (EPM), and Umbraco 8. But the
number of affected vendors is likely to be

https://thehackernews.com/2025/12/net-soapwn-flaw-opens-door-for-file.html
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