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What Is OpSec?
 
 
 Operational Security, often called OpSec, is a way of protecting important information so it doesn’t
fall into the wrong hands. It’s about figuring out what details could be used against you and making
sure those details stay private.
 
 Think of OpSec as being careful about what you share and how you share it. If someone wanted to
disrupt what you’re doing—or figure out who you really are online—they might look for small clues.
OpSec is the process of removing or protecting those clues so they can’t be used against you.
 
 When it comes to anonymity, OpSec means taking steps to stop someone from gathering enough
information to identify you or interfere with what you’re doing.
 
 Why is OpSec important?
 
 
 If you want to remain anonymous, you need some form of OpSec to prevent most techniques and
mistakes used to deanonymize someone. Remember, there is no such thing as 100% anonymity or
100% security, the best you can do is be reasonably secure against attacks and techniques that
may be used by your adversary.
 
 Maintaining good OpSec will ensure that you remain anonymous, and your operations continue
smoothly by using a structured and efficient approach to security. OpSec may look scary on paper,
but it is actually very simple. There have probably been numerous times when you have actually
used OpSec without even realizing it.
 
 What Do You Need for Good OpSec?
 
 
 The first step in practicing OpSec is understanding what you’re trying to protect. This is often called
creating a threat model, which is just a simple way of asking two questions:
 What am I trying to protect?
 
 Who might try to get that information?
 
 
 
 Once you know that, you can think about how someone might try to get that information. For
example, they might look through social media posts, track online activity, or use other methods to
gather clues.
 
 After identifying those possible risks, the next step is to reduce them. This could mean limiting the
information you share online, using secure tools, or separating your real identity from your online
activity.
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 When people talk about OpSec in terms of anonymity, the main thing they’re usually trying to
protect is their real identity. However, what someone wants to protect can be different depending on
the situation.
 
 their limits is just as important as installing them.[/b]
 
 What Is Threat Modeling?
 
 
 Threat modeling is basically figuring out who might try to mess with you, what they might do, and
how to stop them. It’s like putting yourself in someone else’s shoes to see how they could exploit
your weaknesses. Once you’ve done this, all the info you’ve gathered is called your threat model.
Everyone’s threat model looks different, depending on what they’re trying to protect and who might
be trying to get it.
 
 How Do You Make a Threat Model?
 
 
 To start, you need to know three things:
 Who is your adversary? (Who could target you?)
 
 What are they capable of? (What can they actually do?)
 
 What is their goal? (What do they want from you?)
 
 
 
 Once you know these, you can start thinking about what attacks they might try and how you could
stop them.
 
 For example, say the FBI wanted to deanonymize a Tor user. You know they could use a NIT
(Network Investigative Technique, like a drive-by download). To stop that, you might use Tails or 
Whonix instead of just the Tor Browser. That’s a simple threat model.
 
 Keep in mind: security is always changing. Your adversary’s tools and methods can evolve, so you
need to check and update your threat model regularly.
 
 Structured Ways to Threat Model
 
 
 If you want to get more organized, there are some systems you can use:
 
 1. STRIDE
 
 Created by Microsoft, STRIDE helps you think about different ways an adversary could attack. It
stands for:
 Spoofing – Can they fake an identity?
 
 Tampering – Can they mess with data?
 
 Repudiation – Can they deny doing something malicious?
 



 Information Disclosure – Can they see info they shouldn’t?
 
 Denial of Service – Can they make something unavailable to you?
 
 Escalation of Privileges – Can they get more access than they should?
 
 
 
 You go through each category, ask questions like “Can my adversary spoof an identity?” and then
figure out ways to prevent it.
 
 2. CIA Triad
 
 Not the CIA agency—this stands for Confidentiality, Integrity, and Availability. It focuses on
protecting:
 Confidentiality – Keep sensitive info secret.
 
 Integrity – Make sure info isn’t tampered with.
 
 Availability – Make sure info is always accessible when needed.
 
 
 
 For example, a website’s password database needs to stay secret (confidential), can’t be easily
changed by someone else (integrity), and must be up so users can log in (availability).
 
 3. Attack Trees
 
 Attack trees let you map out all the ways an adversary could reach their goal, step by step, and
figure out how to stop them.
 
 Example:
 
 Adversary: FBI
 Goal: Deanonymize Tor user
 
 NIT (drive-by download) – Mitigate by using Whonix or Tails
 Target downloads the NIT
 
 NIT executes
 
 FBI gathers identifying info
 
 
 
 OSINT (open-source intelligence) – Keep your anonymous life completely separate from your public
life
 Link Tor user to clear-net identity
 
 Research clear-net identity
 
 
 



 Attack trees are flexible. You can adapt them to different situations and keep track of multiple ways
an adversary might try to get what they want.
 
 Choosing the Right Tools for Privacy and Anonymity
 
 
 Not all tools are made the same. Some are built for privacy, others for anonymity, and if you don’t
understand how they work, they might not help you at all. For example:
 
 Signal is designed to keep your messages private.
 
 Tor is designed to keep your identity anonymous.
 
 Even the best tools are useless if you don’t use them correctly.
 
 Tor / Tor Browser
 
 Tor and Tor Browser are among the most effective tools for staying anonymous online. They work
by routing your internet traffic through a network of volunteer-run servers around the world, making it
hard for anyone to trace your activity back to you. Traffic is encrypted while it’s inside the Tor
network, but be careful: once it exits the network, it’s not encrypted unless you’re using HTTPS.
 
 Tor Browser is more of a target than Tor itself, because it’s what people actually use to browse the
web. Tor Browser tries to prevent your identity from being leaked by disabling risky features. For
example:
 
 WebRTC is mostly disabled to prevent IP leaks.
 
 HTML canvas elements are randomized to prevent fingerprinting.
 
 JavaScript is still enabled by default, which can be dangerous. Many attacks come from JavaScript,
so you can increase security by using the browser’s Safer or Safest modes.
 
 For higher security, advanced users might combine Tor with Whonix or Tails. Remember: Tor helps
with anonymity, but it doesn’t automatically make your messages private.
 
 XMPP with OMEMO
 
 XMPP is a messaging protocol similar to email, but messages aren’t private by default—servers
can read them. OMEMO adds end-to-end encryption, making messages private between you and
your contact. OMEMO borrows features from Signal, like:
 Offline message delivery
 
 Perfect forward secrecy
 
 Integrity, confidentiality, and authentication
 
 
 
 But OMEMO can still be attacked if you don’t verify your contact’s keys. OMEMO keeps messages
private, but it doesn’t hide your identity, so pairing it with Tor can help. Also, if your contact’s device
is compromised, encryption won’t save you.
 



 Whonix
 
 Whonix is a safer way to use Tor. It runs two virtual machines (VMs):
 Networking VM – handles all internet traffic
 
 Workstation VM – for browsing and apps
 
 
 
 This separation makes it extremely hard for anyone to deanonymize you, because an attacker
would need to break out of the VM and exploit Tor. Whonix also includes tools like Vanguards to
protect against traffic analysis.
 
 Limitations: Using the same Whonix VM for multiple identities can compromise anonymity. Many
users don’t change default passwords, which can create vulnerabilities. Best practice: have multiple
VMs or use Whonix’s live mode for different purposes.
 
 Tails[/b]
 
 Tails is a live operating system that runs from a USB stick and leaves no trace on the computer you
use. It comes with:
 Tor and Tor Browser (with extra hardening)
 
 PGP via Kleopatra for encrypted communication
 
 AppArmor to limit what apps can do if compromised
 
 
 
 All internet traffic is forced through Tor, and anything that doesn’t use Tor is blocked. Tails is great
for staying anonymous, but it’s obvious you’re using Tails, and it isn’t immune to attacks. For
everyday browsing, it’s usually safe, but for high-risk targets, Whonix is better.
 
 [b]VeraCrypt
 
 VeraCrypt is a tool to encrypt entire drives or create secure containers. It can even hide volumes so
that no one can prove they exist. Features include:
 [/b]Strong encryption and multiple hash functions
 
 Use of keyfiles to make cracking even harder
 
 Hidden volumes for extra protection
 
 
 
 Limitations: VeraCrypt is only as strong as your password. Weak or reused passwords make it
vulnerable. Also, unencrypted remnants on your drive can leak data, so encrypt everything or use a
live system like Tails.
 
 [b]Key TakeawaysKnow what each tool is for—privacy vs anonymity.
 
 Tor is great for hiding your identity; XMPP with OMEMO is for private messaging.
 



 Whonix and Tails add extra layers of protection.
 
 VeraCrypt protects your files, but only if used properly.
 
 
 
 No tool is perfect—using them correctly and understanding their limits is just as important as
installing them.
 
 Common Mistakes in OpSec
 
 Even when you try hard to stay safe online, people make some common mistakes that can undo all
their efforts. Here are a few big ones:
 
 1. Believing in 100% Security
 
 Some people think there’s such a thing as perfect security. There isn’t. Everything has weaknesses.
If someone is determined and has enough time and resources, they can eventually get around it.
 
 The smarter approach is reasonable security:
 Keep your software up to date.
 
 Use multiple layers of defense (this is called defense in depth).
 
 Make it expensive or time-consuming for an adversary to attack you
 
 
 .
 
 Think of encryption like a 128-bit key. It can be cracked, but it would take so long that it’s not
practical. Anonymity also helps—if an attacker doesn’t know who you are, it’s much harder for them
to target you.
 
 2. Falling for FUD (Fear, Uncertainty, and Doubt)
 
 Sometimes people spread exaggerated or false claims about a tool or technique. This is called
FUD.
 
 Example: Someone claimed that LUKS encryption was “insecure” because law enforcement
accessed a computer encrypted with LUKS but not one with VeraCrypt. In reality, the first computer
used LUKS1 with weak password settings, not LUKS2. The password wasn’t strong enough, not the
encryption itself.
 
 Lesson: Don’t assume something is unsafe just because it failed once. Investigate why it didn’t
work, and then fix the real problem. Some things really are outdated (like 1024-bit RSA), but often
mistakes are due to poor use rather than the tool itself.
 
 3. Overlooking Attack Vectors
 
 No one can think of every possible way someone might attack them, but you can reduce the risk by
learning how your tools work.
 
 For example:



 
 If you PGP-encrypt an email, it protects the content but not the metadata (like the subject line).
 
 Knowing this, you can adjust—maybe put the subject in the email body, use vague subjects, or
encrypt everything.
 
 The more you understand how something works, the better you can identify and defend against
hidden risks.
 
 Bottom line:
 Don’t chase perfect security—focus on being practically safe.
 
 Don’t believe everything you hear—do your research.
 
 Learn your tools and think about every angle an attacker could use.
 
 
 
 If you found this article informational, please leave a comment. I can elaborate on more ways to
increase OPSEC if I see this is a topic people want, also DM me if you have any question or
concerns! - Quelz
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