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Al Flaws in Amazon Bedrock, LangSmith, and SGLang Enable Data Exfiltration and RCE

Cybersecurity researchers have disclosed details of a new method for exfiltrating sensitive data
from artificial intelligence (Al) code execution environments using domain name system (DNS)
gueries.

In a report published Monday, BeyondTrust revealed that Amazon Bedrock AgentCore Code

Interpreter's sandbox mode permits outbound DNS queries that an attacker can exploit to enable
interactive shells

https://thehackernews.com/2026/03/ai-flaws-in-amazon-bedrock-langsmith.html
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