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Thread: DarkSword iOS exploit chain - Leak

Binance - April 6, 2026, 5:50 am
https://github.com/DarKDevz/DarKSward

iOS 18.3 - 18.7 vulnerable users who reject the liquid glass iOS update and sacrifice security for
legacy gui.

Wake - April 6, 2026, 11:18 am

Heard about this. Easily one of the scariest vulnerabilities found In years instead of you having to
download or install anything Its just a watering hole attack using infected websites, just by visiting
these websites through Safari the exploit is triggered.

Binance - April 8, 2026, 4:33 am

(Apr 6, 2026 11:18 AM)Wake Wrote: [CITE] Heard about this. Easily one of the scariest
vulnerabilities found In years instead of you having to download or install anything Its just a watering
hole attack using infected websites, just by visiting these websites through Safari the exploit is
triggered.

Considering the fact SWIFT based malware for iOS is on the rise, as well as delivery methods
specifically for iOS are listed for sale as MaaS on cybercrime forums, | expect this has breached
general consumer malware market.

Though DarkSword was(is for some users) quite dangerous, it was used by a select group of
individuals instead of the MaaS market which significantly dropped its' blast radius.
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