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A fresh Mini Shai-Hulud supply chain attack has hit over 320 NPM packages, along with GitHub
Actions and a VS Code extension, security researchers report.

The NPM maintainer account ‘atool’, which has access to multiple packages across the @antv
namespace, and which publishes timeago.js (1.5 million weekly downloads), was compromised and
used to publish malicious package versions.

The attack propagated downstream to other highly popular packages, including echarts-for-react
(~1.1 million weekly downloads), “impacting a much broader set of applications and continuous
integration (CI) environments,” Microsoft warned on Tuesday.

According to Socket, roughly 639 malicious versions of the compromised packages were published
across “data visualization, graphing, mapping, charting, and React component ecosystems”.

“Across the full Mini Shai-Hulud campaign we have tracked 1,055 versions across 502 unique
packages. The campaign spans NPM, PyPIl, and Composer, with NPM representing the
overwhelming majority of the activity: 1,048 NPM versions across 498 unique NPM packages, plus 6
PyPI entries across 3 packages and 1 Composer package-version entry,” Socket notes.

Read more
-https://www.securityweek.com/over-320-npm-packages-hit-by-fresh-mini-shai-hulud-supply-chain-at
tack/

M1MON - May 27, 2026, 10:40 am
brooo this is exactly why I'm having major trust issues with dependencies lately. My feed is literally
full of these whenever I'm doom scrolling on my socmed lol
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(May 27, 2026 10:40 AM)M1MON Wrote: [CITE] brooo this is exactly why I'm having major trust
issues with dependencies lately. My feed is literally full of these whenever I'm doom scrolling on my
socmed lol

Yeah see NPM hacks soooo00 often, and on a mass scale. . .
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