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Hello everyone, i've been a member of this forum for a few months, and this is actually my first real
discussion post ?

For the past several months I've been working on a personal project that I'd like to share with you.
It's called PRISMA, a web-based platform for Intelligence, OSINT and Digital Forensics, designed to
collect, analyze and correlate information from public sources through a single, modern, clean and
fast interface.

At the moment, the project runs entirely locally.

Main Features

The platform is currently divided into three main areas.
Forensics & Analysis

* Zone Triangulation

Upload one or more images (even without EXIF data or GPS coordinates), and the system uses
multiple Al models to estimate where the photos were taken.

It analyzes environmental, architectural and geographical features, generates possible location
estimates and displays them on an interactive map.

During testing it successfully identified the correct location even when the images contained no
signs, text or any obvious clues.

* Visual Forensics

Advanced image analysis capable of detecting:
» Hidden metadata

* Image manipulation

* Visual anomalies

* Al-generated or Al-edited images

e Comms Timeline

Paste conversations, chat logs or communication records, and the Al automatically reconstructs a
chronological timeline while identifying relationships and hidden connections between individuals.

* Code Intel
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Analyzes source code, configuration files and logs to identify:

* Indicators of Compromise (IOCs)
» Dependencies

* Vulnerabilities

* Potential security issues

OSINT & Threat Intelligence
* Al OSINT
Enter a domain or IP address to automatically retrieve:

* DNS records

* WHOIS information

* HTTP headers

* Detected technologies

» Al-based risk assessment

* Vuln Intel

Automatically searches for:

* CVEs

* Security Advisories

* Known vulnerabilities

using a software name or keyword.

* \Webcam Intel

Searches and maps publicly accessible webcams using OSINT sources, with support for external
APIs.

* Link Intel
Creates custom URLSs that are automatically masked using URL shorteners.

When someone opens the link, they are redirected to the configured destination while technical
information about the device is collected, including:

* IP address

» Approximate geolocation

* Browser

* Operating System

* CPU

* GPU

 Additional device information

Network & Signal



» Al Network
Includes:

e TCP Port Scanner
* DNS Lookup

* RDAP WHOIS

* Signal Intercept

Al-assisted analysis of encoded messages, signals and basic cryptography to help identify or
decode complex sequences.

* Al Stealth
Steganography module capable of:

* Hiding encrypted data inside PNG/JPEG images
* Creating encrypted "dead drops" using AES-256-GCM with PBKDF2 key derivation

Custom Tool System

PRISMA also includes a Custom Tools system that allows users to create their own Al-powered
modules using custom prompts, making the platform highly extensible without modifying the core
codebase.

Upcoming Features

Currently under development:

* Al-generated profiles built by correlating publicly available information
» Advanced Al-powered data correlation

» Automated investigative report generation

The platform is designed to leverage Al wherever it provides real value, while also supporting fully
offline operation using local models such as Gemma 4 through Ollama.

Planned Integrations
I'm considering adding:
» Shodan

» Censys

* VirusTotal



» Dark Web OSINT (credential & leak searches)
» Advanced social media analysis (account correlation, avatars, timestamps, etc.)
* PDF & HTML report generation

I'm always open to suggestions.

Monetization

If I decide to release it publicly, I'm currently considering two options:

» Monthly subscription

or

» One-time license, with users providing and paying for their own API keys.
I'd really like to hear your opinions.

Would you buy something like this?

What would you consider a fair price?

What additional features would make it even more valuable?

Thanks for reading.
Diginoth.

PrOm3th3us - July 2, 2026, 11:56 pm

| would use it. Prob only for a month though. Then | would sub a month as needed. Maybe a couple
times a year. So basically | personally wouldn’'t have a need for a lifetime sub. I'm sure there are
people that would have use for it year round. But it seems like an extremely useful program.

Vagueness - July 21, 2026, 2:34 am
Man if you need reviewers i would love to fiddle with it and test it out etc man lemme know if there is
anything | can do to help!



