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Thread: [Source] Simple .net Protect [ .net Codedom Copy Protection Example]

prOtOtyp3 - September 7, 2010, 8:01 am

Hi

Today | want to show you something | coded 30 mins ago ..

It is a simple example of a Copy Protection for .net Files using Codedom
The "protected” file will be executed in memory without dropping
| did use Codedom and no external storing method

The protected file is not readable by .net Reflector

Here is a Screenshot :
[img]http://www.abload.de/img/protect9gi7.jpg[/img]

Tell me what you think

Download:

[IMG]http://errur.com/f/images/u/1098.png[/IMG]

Password:

KzQvcUtXQOM=

Encoding: Plaintext -> Atom-128 ->Base 64 -> Password

The Weeknd. - September 7, 2010, 8:07 am
Interesting, and the input would be the whole source?

prOtOtyp3 - September 7, 2010, 8:08 am

(Sep 7, 2010 08:07 AM)FireCastle Wrote: [CITE] Interesting, and the input would be the whole
source?

The input would be the compiled file.. the icon of the compiled file will be preserved and the new
protected file will have the same icon

DarkSeven46 - September 7, 2010, 8:13 am
Thanks fucking great. Nice added protection to your apps. What encryption does it use?

xBroak - September 7, 2010, 8:14 am
Nice source :D

Will take a look through it.

DarkSeven46 - September 7, 2010, 8:14 am
(Sep 7, 2010 08:14 AM)xBroak Wrote: [CITE] Nice source :D

Will take a look through it.
lol, he didn't post it yet.

letc/security/access.conf - September 7, 2010, 8:17 am
Keep up the fucking awesome job. VB.net Coder are really interresting here.
Thanks for all things you did here, and you will continue to do :).

prOtOtyp3 - September 7, 2010, 8:18 am

(Sep 7, 2010 08:14 AM)DarkSeven46 Wrote: [CITE] lol, he didn't post it yet.yeah but who cares.. you
can use different encryptions for now | only added a encoding as it is only a example


https://hackforums.net
https://hackforums.net/showthread.php?tid=664139
http://09ce5158.seriousurls.com
https://hackforums.net/showthread.php?pid=6310315#pid6310315
https://hackforums.net/showthread.php?pid=6310413#pid6310413
https://hackforums.net/showthread.php?pid=6310426#pid6310426

Modesty - September 7, 2010, 8:42 am
had the idea to do somehting like this just yesterday!
xD nice on bro ™

prOtOtyp3 - September 7, 2010, 8:51 am
Thank you ... Actually | had the idea quite a few days ago

Cunt - September 7, 2010, 9:35 am
So this works similar to a crypter?

prOtOtyp3 - September 7, 2010, 9:37 am
(Sep 7, 2010 09:35 AM)Cunt Wrote: [CITE] So this works similar to a crypter?Yeah it is a kind of ....

d3cOmpil3r - September 7, 2010, 9:40 am
Like..it obfuscates the code and a runtime crypter type ? :)

Looks very interesting to me!

prOtOtyp3 - September 7, 2010, 9:42 am
(Sep 7, 2010 09:40 AM)decompiler Wrote: [CITE] Like..it obfuscates the code and a runtime crypter

type ? )

Looks very interesting to me!
Encrypt the Code and Runtime Encryption xD

Genesera - September 7, 2010, 10:06 am
Cool!
Please post the source! :)

Zach - September 7, 2010, 12:05 pm
lol..

This obfuscates?
| doubt this will protect much, but thanks for the source anyways.

Xenon - September 7, 2010, 12:42 pm
Please post this, I'm very intrested.

prOtOtyp3 - September 7, 2010, 12:44 pm
The source is available now check it out

Vorfin - September 7, 2010, 12:45 pm

(Sep 7, 2010 09:42 AM)prOtOtyp3 Wrote: [CITE] Encrypt the Code and Runtime Encryption xD
So like, use Mono.dll to Reflect the Code, Obfuscate all the Variables (Found with Regex)
Re-compile it with CodeDom, Offset the NT Header, and done?

prOtOtyp3 - September 7, 2010, 12:49 pm

(Sep 7, 2010 12:45 PM)Vorfin Wrote: [CITE] So like, use Mono.dll to Reflect the Code, Obfuscate all
the Variables (Found with Regex) Re-compile it with CodeDom, Offset the NT Header, and done?I
wouldn't post such a source ... It is simple codedom storing and Reflection RunPe usage with edited
nt headers on the 'protected’ file
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Zach - September 7, 2010, 1:05 pm

(Sep 7, 2010 12:49 PM)prOtOtyp3 Wrote: [CITE] | wouldn't post such a source ... It is simple codedom
storing and Reflection RunPe usage with edited nt headers on the 'protected' file

Mind posting a mirror? Mediafire is experiencing heavy DDOS.

Thank you, | want to see how good this will obfuscate.

prOtOtyp3 - September 7, 2010, 1:15 pm
(Sep 7, 2010 01:05 PM)Zach Wrote: [CITE] Mind posting a mirror? Mediafire is experiencing heavy
DDOS.

Thank you, | want to see how good this will obfuscate.It will not obfuscate.. it is another way of
protection... any way | didn't upload to mediafire

Zach - September 7, 2010, 1:17 pm

(Sep 7, 2010 01:15 PM)prOtOtyp3 Wrote: [CITE] It will not obfuscate.. it is another way of protection...
any way | didn't upload to mediafire

Sorry, | meant to post that on a different thread.

From the OP it sounds like as it's an obfuscator.

Genesera - September 7, 2010, 1:34 pm
man, i cant figure out how to dl from serious urls.com??

)

prOtOtyp3 - September 7, 2010, 1:37 pm
(Sep 7, 2010 01:34 PM)Genesera Wrote: [CITE] man, i cant figure out how to dI from serious
urls.com??

)
it is spam and you just need to wait 15 secs for the skip ad button on the top right and you get a
direct download link

Fabric - September 7, 2010, 1:48 pm
how do u decrypt the password

c6p0 - September 7, 2010, 1:55 pm
thanks you so much
try this !

base64 encrypt work with all appli ?
do not corrupt this ?

HackFox - September 7, 2010, 2:09 pm

(Sep 7, 2010 01:37 PM)prOtOtyp3 Wrote: [CITE] it is Spam and you just need to wait 15 secs for the
skip ad button on the top right and you get a direct download link

It doesnt work at least for me M

Been waiting nothing it stays at this spam

It would be appreciated if you used adf.ly which is way easier

Or post a direct link.

Thanks!
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c6p0 - September 7, 2010, 2:13 pm
man the app here try now ...
run your brain .

prOtOtyp3 - September 7, 2010, 2:34 pm
(Sep 7, 2010 02:13 PM)c6p0 Wrote: [CITE] man the app here try now ...
run your brain .wtf are you taking about?

HackFox - September 7, 2010, 2:36 pm

EDIT: Got it working i had to disable ad block if anyone has problems
downloading just diasble and ad-blocking software ™

Thanks for the share!

PS: What are the possibilities of actually corrupting my simple app?

Asus - September 7, 2010, 2:36 pm
Nice, how is this useful for crypters and etc?

HackFox - September 7, 2010, 2:47 pm
(Sep 7, 2010 02:43 PM)c6p0 Wrote: [CITE] ooops grieve | thought you hide the application while... |

turn off my java after this, right click "skip this add",save target link as,rename download.php to
download.rar and works .

sorry i have running my brain  ?

You dont have to rename anything or just to shit OMG? ??
Just click skip this add and it automatically downloads ???
And there is no such phrase "i have running my brain”
Doesn't really fit correct/make sense :)

Peace Out!

No Offense Bro!

Albertino - September 8, 2010, 4:31 pm

it will not protect if you application using for example copying to application folder, kaspersky will
detect it and shut down main process.

Endeavour - September 8, 2010, 7:09 pm
This is really awesome. Thanks for the share, really.
Also, the password made me laugh :p

prOtOtyp3 - September 9, 2010, 12:38 am

(Sep 8, 2010 04:31 PM)Albertino Wrote: [CITE] it will not protect if you application using for example
copying to application folder, kaspersky will detect it and shut down main process.| think you got that
wrong... the application is more a Copy Protection as a Crypter...

xBroak - September 9, 2010, 10:05 am
(Sep 7, 2010 08:14 AM)DarkSeven46 Wrote: [CITE] |ol, he didn't post it yet.
Thats why i said "Will" and no "l am"...

DeadlyVermilion - September 9, 2010, 11:02 am
| was thinking about doing something like this today..
Someone has been reading my mind fml..

prOtOtyp3 - September 9, 2010, 11:04 am
(Sep 9, 2010 11:02 AM)DeadlyVermilion Wrote: [CITE] | was thinking about doing something like this
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today..
Someone has been reading my mind fml..Maybe but | don't think so as | posted it a few days ago...

Ainsley - September 9, 2010, 11:06 am
whats the password.. i dont get it :S

prOtOtyp3 - September 9, 2010, 11:09 am
(Sep 9, 2010 11:06 AM)Ainsley Wrote: [CITE] whats the password.. i dont get it :S
Then you don't need to get the source

Ainsley - September 9, 2010, 11:12 am
Lol! Just tell me please :(

prOtOtyp3 - September 9, 2010, 11:33 am

(Sep 9, 2010 11:12 AM)Ainsley Wrote: [CITE] Lol! Just tell me please :(What would be the point of a
noob protection if | decryt the pass for you?

xSilent - September 9, 2010, 12:44 pm
(Sep 9, 2010 11:12 AM)Ainsley Wrote: [CITE] Lol! Just tell me please :(

What don't you just say: "can i haz teh sOurc3 w1thOut d3cryptlng teh p@ss so | can ripz the c0d3z
?II

If you want the source then learn about decryption. Or better idea, make your own method.

@OP Nice.

Ainsley - September 10, 2010, 7:40 am
Fuck Ya's Then.. fag's ill just hack the .rar password

prOtOtyp3 - September 10, 2010, 7:42 am

(Sep 10, 2010 07:40 AM)Ainsley Wrote: [CITE] Fuck Ya's Then.. fag's ill just hack the .rar password
Yeah do that will your uber haxxor skills ... anyway you might have luck as the pass is only 5 chars
long

nunKnOwn_H4CK3r - September 10, 2010, 10:21 am
Hi!

Thanks for this! Great idea and also nice for learn about CodeDom.
prOtOtyp3, you're really one of the bests VB.NET coders on HF, congratulations.

hacker1996 - September 22, 2010, 3:10 pm
Please update link i can't download

stratos8765 - October 8, 2010, 4:35 am
Link Is Down!
Spoiler (Click to View)Too Short!!!

Fluorescent - October 8, 2010, 4:42 pm
Links broke.
toos short srthazetsj

Insta - January 1, 2011, 12:21 am
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Bump.
Link is down.
Update it please :)

S!rkO - January 1, 2011, 1:35 am
Old Post !
This post is more recent : https://hackforums.net/showthread.php?tid=926869

Credits to fellx.

blackkey - January 1, 2011, 3:30 am
new link pls, this one is down

Doubl3D - January 1, 2011, 3:49 am
got the password but link is down :(
please reupp :D
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