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Thread: A Business Idea for security

CyberError - November 20, 2018, 11:45 pm

Hey guys so i Always have ideas on my head for new things and some of them are really nice but as
i can't follow all my project ideas I'll put them here on the forum for free so interested parties can
work on them , i might do this on series like i got unlimited ideas stupid + good

Obviously some like some don't like my idea

So here is my idea on security, as hacking is becoming Commons and password are getting
weaker we need something more convenient for our data/acc and online stuff , we use 2Fa to
secure our stuff but 2Fa can be Hacked and lost

So i thought of a idea securing your online accounts by Centralized Finger print authothication (here
i mean we'll have our finger print on a server on the internet which save our finger print identity
online ,as we can't forget to.loss our finger ,until brutally damaged) we can have our authication
secure and easy

So let's say i want to Login to HackForum

| entered my Username

And for password i need to scan a QR code from my phone and as my phone have finger print
sensor it authorize me) and send data to HF that this guy is legit

Whats that app ?

That's app gonna be nothing, just send request to Central Server for finger print data and see if it
matches with me , if matched send Approval msg to HF)

On suspicious Location/browser/Ip/activity

Hackforum can ask a few questions too which are private to The owners , these questions can be
included in app or every website individually)

This way if somehow Hacker got the finger print he can't have those security questions ) (until he
SE him)

We just need a better finger print sensor technology which can identified fake or real Fingers
So here it is to secure login which can replace Password on website for security

POLY MATH - November 21, 2018, 10:31 am
What happens if they get your fingerprint though? Can’t change that. Do we switch fingers?

A fingerprint shouldn’t be used for remote authentication; only authorization. Meaning that's a good
2FA idea. Maybe?

WebAuthn is a project released that will make all this possible. Stay tuned.
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https://hackforums.net
https://hackforums.net/showthread.php?tid=5910301

(Nov 21, 2018 11:31 AM)POLY MATH Wrote: [CITE] What happens if they get your fingerprint
though? Can’t change that. Do we switch fingers?

A fingerprint shouldn’t be used for remote authentication; only authorization. Meaning that’s a good
2FA idea. Maybe?

WebAuthn is a project released that will make all this possible. Stay tuned.
Its just a trial idea comes in my mind

In case your finger print get Hacked you still have security question to cover your ass

Yin Yang - November 21, 2018, 10:46 am
Why not just use a security question at that point? Or even a retina scan?

| don’t think the login process should take more than a couple of seconds. Using Touch ID could be
a possibility but storing a shit load of fingerprints idk

CyberError - November 21, 2018, 10:54 am

(Nov 21, 2018 11:46 AM)Yin Yang Wrote: [CITE] Why not just use a security question at that point?
Or even a retina scan?

| don’t think the login process should take more than a couple of seconds. Using Touch ID could be
a possibility but storing a shit load of fingerprints idk
Security questions can be easily SE through fb/calls or general phishing

True login shouldn't be taken more then it should but 2Fa take long time too
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