Forum:Hack Forums

Thread: First thing to learn/do?

Brankohehexd - July 18, 2019, 2:58 am

Hello guys,

I'm a guy aspiring(if that's a word) to become a hacker.

| have no experience whatsoever.

What do you think is the first thing | should learn how to do?
I know some weak code but that's all.

Mutiny - July 18, 2019, 3:35 am
Depends on what you want to do, there's plenty of categories that come under the branch of
hacking.

Actup - July 18, 2019, 3:48 am
| think social engineering and proxy/vpns are the most basic thing everyone should learn. It can be
applied in any situation.

Brankohehexd - July 18, 2019, 3:51 am
(Jul 18, 2019 03:48 AM)Actup Wrote: [CITE] | think social engineering and proxy/vpns are the most
basic thing everyone should learn. It can be applied in any situation.Thanks man,will look into it.

(Jul 18, 2019 03:35 AM)Faladodig Wrote: [CITE] Depends on what you want to do, there's plenty of
categories that come under the branch of hacking.Hm,I figured that,was just looking for somewhere
to start.

sadfire - July 18, 2019, 3:52 am
cracking, bruteforcing, phishing, play the hf hack game.

Mutiny - July 18, 2019, 3:56 am
(Jul 18, 2019 03:52 AM)Jules Wrote: [CITE] cracking, bruteforcing, phishing, play the hf hack game.
Takes so long to get to level 3 ?

Brankohehexd - July 18, 2019, 4:13 am
(Jul 18, 2019 03:52 AM)Jules Wrote: [CITE] cracking, bruteforcing, phishing, play the hf hack game.
Yea,l noticed ?

(Jul 18, 2019 03:52 AM)Jules Wrote: [CITE] cracking, bruteforcing, phishing, play the hf hack game.
| will,ty for the recommendation.

CyberStrike - July 18, 2019, 4:35 am

Learn the basics, how computers work from there learn about OS's and then networking. Learn
some coding you can check out TutorialsPoint/Cybrary and take free courses. Basically learn learn
learn use google and search be independent you will learn more like that than anything else, also
setup your own labs you will really learn that way. You will want to learn multiple languages in the
beginning build up your confidence perhaps start with python some of the concepts translate such
as variables, types, loops, functions, stuff like that you will want to learn C/CPP at some point
perhaps C#. Consider also learning web technologies as well as languages you want to be well
rounded. Their is some person who will tell you do download a RAT and go that route, it's a bad idea


https://hackforums.net
https://hackforums.net/showthread.php?tid=5990878
https://hackforums.net/showthread.php?pid=58775785#pid58775785
https://hackforums.net/showthread.php?pid=58775754#pid58775754
https://hackforums.net/showthread.php?pid=58775794#pid58775794
https://hackforums.net/showthread.php?pid=58775794#pid58775794
https://hackforums.net/showthread.php?pid=58775794#pid58775794

you end up not really respecting nor understanding what's going on.

Brankohehexd - July 18, 2019, 5:34 am

(Jul 18, 2019 04:35 AM)CyberStrike Wrote: [CITE] Learn the basics, how computers work from there
learn about OS's and then networking. Learn some coding you can check out TutorialsPoint/Cybrary
and take free courses. Basically learn learn learn use google and search be independent you will
learn more like that than anything else, also setup your own labs you will really learn that way. You
will want to learn multiple languages in the beginning build up your confidence perhaps start with
python some of the concepts translate such as variables, types, loops, functions, stuff like that you
will want to learn C/CPP at some point perhaps C#. Consider also learning web technologies as well
as languages you want to be well rounded. Their is some person who will tell you do download a
RAT and go that route, it's a bad idea you end up not really respecting nor understanding what's
going on.

Thanks a lot man,really appreciate it.

CyberStrike - July 18, 2019, 5:38 am

(Jul 18, 2019 05:34 AM)Brankohehexd Wrote: [CITE] Thanks a lot man,really appreciate it.

I hope it helps | used to have a prepared statement with links, but | don't want to overwhelm
someone who is new to all this. Let me ask do you currently have any skillsets? It could be you
already code, work in windows or Linux everyday and know how to use bash or powershell, maybe
you can assemble computers or you are a dedicated person and when you start something you will
not quit till it's done and done right. Small things like just being dedicated actually will pay off more in
the long run as this is certainly not an overnight process nor is it impossible it just takes time.

Brankohehexd - July 18, 2019, 6:00 am

(Jul 18, 2019 05:38 AM)CyberStrike Wrote: [CITE] | hope it helps | used to have a prepared
statement with links, but | don't want to overwhelm someone who is new to all this. Let me ask do
you currently have any skillsets? It could be you already code, work in windows or Linux everyday
and know how to use bash or powershell, maybe you can assemble computers or you are a
dedicated person and when you start something you will not quit till it's done and done right. Small
things like just being dedicated actually will pay off more in the long run as this is certainly not an
overnight process nor is it impossible it just takes time.

As | have already said | know a little of Python,JavaScript HTML code.

It's not really a lot so | would like to start over with everything,might help me learn faster.

As for the other stuff | have absolutely O experience.

Hope that clears up my situation to you ?

CyberStrike - July 18, 2019, 6:10 am

(Jul 18, 2019 06:00 AM)Brankohehexd Wrote: [CITE] As | have already said | know a little of
Python,JavaScript HTML code.

It's not really a lot so | would like to start over with everything,might help me learn faster.
As for the other stuff | have absolutely O experience.

Hope that clears up my situation to you ?

Very good you have some experience, you're actually not in a bad place.

Pre-Requisites/Foundation

https://www.cybrary.it/

Network+ Linux+ MCSA Security+ (Cybrary)

PowerShell Microsoft Virtual Academy https://mva.microsoft.com/ PowerShell.org (Free
Ebooks)

https://github.com/PowerShell/PowerShell/tree/master/docs]https://github.com/PowerShell/PowerShe
ll/tree/master/docs
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https://www.gitbook.com/@devops-collective-inc

MSDN WINDOWS POWERSHELL 4.0 LANGUAGE QUICK REFERENCE Programming
Python/Perl/Ruby/C https://www.tutorialspoint.com/

CEH (Cybrary)
HTML/JavaSript/php/MySQL https://www.tutorialspoint.com/
Web Application & Advanced Pentesting (Cybrary)

Down the road you want to learn exploit development so ASM will be important. If you notice | keep
the hacking down below since so much of it relies on having a good foundation.

gurlhackerclub - July 18, 2019, 6:14 am
Play the wargames at
overthewire.org

Also watch IPPSEC tutorials. He does walk throughs on Hack The Box.org.
I learn so much from every video. Much of it | don't understand. But | always learn something.

apepi - July 18, 2019, 6:14 am
hack the gibson and you'll be the god of all the 1333t haxx0rs

Brankohehexd - July 18, 2019, 6:26 am
(Jul 18, 2019 06:10 AM)CyberStrike Wrote: [CITE] Very good you have some experience, you're
actually not in a bad place.

Pre-Requisites/Foundation

Free Cyber Security Training and Career Development | Cybrary

Network+ Linux+ MCSA Security+ (Cybrary)

PowerShell Microsoft Virtual Academy Microsoft Learn | Microsoft Docs PowerShell.org (Free
Ebooks)

PowerShell/docs at master PowerShell/PowerShell GitHub]PowerShell/docs at master
PowerShell/PowerShell GitHub

https://www.gitbook.com/@devops-collective-inc

MSDN WINDOWS POWERSHELL 4.0 LANGUAGE QUICK REFERENCE Programming
Python/Perl/Ruby/C Jackson Annotations, Passay, Boon, MuleSoft, Nagios, Matplotlib, Java NIO,
PyTorch, SLF4J, Parallax Scrolling, Java Cryptography, YAML, Python Data Science, Java i18n,
GitLab, TestRail, VersionOne, DBULtils, Common CLI, Seaborn, Ansible, LOLCODE, Current Affairs
2018, Apache Commons Collections

CEH (Cybrary)

HTML/JavaSript/php/MySQL Jackson Annotations, Passay, Boon, MuleSoft, Nagios, Matplotlib,
Java NIO, PyTorch, SLF4J, Parallax Scrolling, Java Cryptography, YAML, Python Data Science,
Java 118n, GitLab, TestRail, VersionOne, DBULtils, Common CLI, Seaborn, Ansible, LOLCODE,
Current Affairs 2018, Apache Commons Collections

Web Application & Advanced Pentesting (Cybrary)

Down the road you want to learn exploit development so ASM will be important. If you notice | keep
the hacking down below since so much of it relies on having a good foundation.

Thanks a lot man,really appreciate the help.

Maybe one day if | become the greatest hacker | will be sure to give you the credit you deserve ?
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(Jul 18, 2019 06:14 AM)gurlhackerclub Wrote: [CITE] Play the wargames at
overthewire.org

Also watch IPPSEC tutorials. He does walk throughs on Hack The Box.org.

| learn so much from every video. Much of it | don't understand. But | always learn something.
Thanks man,will look into it.

Much appreciated ?

(Jul 18, 2019 06:14 AM)apepi Wrote: [CITE] hack the gibson and you'll be the god of all the 1333t
haxx0rs

Seems like a great idea,not now though.

Maybe later ;)

CyberStrike - July 19, 2019, 2:44 am
(Jul 18, 2019 06:26 AM)Brankohehexd Wrote: [CITE] Thanks a lot man,really appreciate the help.
Maybe one day if | become the greatest hacker | will be sure to give you the credit you deserve ?

No credit needed, just be helpful and share your knowledge. | know it seems like quite a bit but take
it slow and learn, you will do fine just stick with it and don't give up.

hosel0 - July 19, 2019, 7:15 am
(Jul 18, 2019 06:10 AM)CyberStrike Wrote: [CITE] Very good you have some experience, you're
actually not in a bad place.

Pre-Requisites/Foundation

Free Cyber Security Training and Career Development | Cybrary

Network+ Linux+ MCSA Security+ (Cybrary)

PowerShell Microsoft Virtual Academy Microsoft Learn | Microsoft Docs PowerShell.org (Free
Ebooks)

PowerShell/docs at master PowerShell/PowerShell GitHub]PowerShell/docs at master
PowerShell/PowerShell GitHub

https://www.qgitbook.com/@devops-collective-inc

MSDN WINDOWS POWERSHELL 4.0 LANGUAGE QUICK REFERENCE Programming
Python/Perl/Ruby/C Jackson Annotations, Passay, Boon, MuleSoft, Nagios, Matplotlib, Java NIO,
PyTorch, SLF4J, Parallax Scrolling, Java Cryptography, YAML, Python Data Science, Java i18n,
GitLab, TestRail, VersionOne, DBULtils, Common CLI, Seaborn, Ansible, LOLCODE, Current Affairs
2018, Apache Commons Collections

CEH (Cybrary)

HTML/JavaSript/php/MySQL Jackson Annotations, Passay, Boon, MuleSoft, Nagios, Matplotlib,
Java NIO, PyTorch, SLF4J, Parallax Scrolling, Java Cryptography, YAML, Python Data Science,
Java il18n, GitLab, TestRail, VersionOne, DBUtils, Common CLI, Seaborn, Ansible, LOLCODE,
Current Affairs 2018, Apache Commons Collections
Web Application & Advanced Pentesting (Cybrary)

Down the road you want to learn exploit development so ASM will be important. If you notice | keep
the hacking down below since so much of it relies on having a good foundation.Thank you for the
helpfull informations i hope i will be dedicated as i have struggled a lot in the past.

CyberStrike - July 20, 2019, 7:51 am
(Jul 19, 2019 07:15 AM)hose10 Wrote: [CITE] Thank you for the helpfull informations i hope i will be
dedicated as i have struggled a lot in the past.
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Dedication and being willing to never quit is very important. In addition being a self learner, be it
watching a set of videos or picking up a book and setting up your own safe environment, even
something simple as using vulnerable machines from vulnhub will teach you a bit and give you
experience. Starting from the ground up is the only way really to be successful, assume that we are
building a skyscapper well if the foundation is build on mud or sand you won't make it too high

correct? Well same thing with hacking it takes years and a good understanding of the
fundamentals.



